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INSTRUCTIONS TO CANDIDATE 

Printed By: And Vocational College 

1. The paper consists of TWO sections: A and B.Date: 01.08.2025 10:37 AM 

2. Answer ALL questions in sec A and any THREE (3) questions in section B. 
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4. DCatea:n0d1.i0d8a.2t0e2s5 a1r0e:37prAoMvided with a separate answer booklet 
Printed By And Vocational College 

5. DO NOT write on this question paper. 
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SECTION A (40 MARKS) 

Answer ALL the questions in this section. 

 
1. ICT infrastPrruinctetduBrey AenndtsVowcaht ioicnahl Cfoulnlecgetions together. Identify FOUR 

Date: 01.08.2025 10:37 AM 

such components. (4 marks) 

2. The computer clock is not displaying the correct time and date, Outline TWO causes 

aPnrdinttehdeBiyr: pteiochnnsical And Vocational College (4 marks) 

3. ADnateI:C01T.0s8y.2s0t2e5m10:i3n7fAraMst ructure performance can be affected by several factors. Explain 

how the following factors affect ICT systePmrinst.ed By: And V(o4c amt i oan arkl  Cso)llege 

a) Natural disasters; 

b) Dust. 

Date: 01.08.2025 10:37 AM 

4. An online service provider company realized that its system keeps failing. Identify 

FOUR possible causes of this system failure. (4 marks) 

5. Internet connectivity has been listed as a major requirement used in offering IT 

support. Identify FOUR importance of internet connectivity. (4 marks) 

Printe6d.By:CaTnecahunidcailtAtnod IVCocTatisonyasltCeomllegheelps an organization to comply with rules and 

Date: 01.08re.2g0u25la1t0i:o37nsA.MOutline THREE types of audit which an organization might carry out. 

(4 marks) 

 

7. As a system analyst, outline FOUR imPpriontretdanByc:edicoacl  Aunmd eVnoctaattioionanl  Cionllege 

providing IT Support. 
Date: 01.08.2025 10:37 AM 

(4 marks) 

8. Most organizations have well-established ICT policies. Identify FOUR key roles these 

Printed
p
B
o
y
l
:
icit

T
h
e
i
c
n
hn

a
ic
n
al 

o
A
r
n
g
d
a
V
n
o
i
c
z
a
a
tio
ti
n
o
al
n
C
.
ollege Date: 

01.08.2025 10:37 AM 
(4 marks) 

9. CISCO Company organized user trainingPrainftteedrBiyntneiccahl nAondloVgoyca.tioEnxalpClaolilnege 

TWO benefits the company is likely to achDieatvee: 0f1r.0o8m.20t2h5i1s0. :37 AM (4 marks) 

10. In the context of ICT Support, define the following. (4 marks) 

a) TroubleshooPtriinntegd.;By Technical And Vocational College Date: 

01.08.2025 10:37 AM 
b) ICT Infrastructure. 
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SECTION B (60 MARKS) 
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11 a)  As an ICT technician in a TVET institution, advice on FIVE types of software 

PprientrefdoBrym: nAnbdeVodcoatnioenaol nCoslloegfetwares installed in the computers 

Dwa t ei t: h0 i1n. 0 8t h. 2e0 2i5n1s0t :i3t 7u tAiMo n .  (10 marks) 

b) Conducting performance analysis is essePnrtiinateldfBoyr: B Taenchdniicmal pArnod vVioncgatioInCalTColle systems in an 

organization. Date: 01.08.2025 10:37 AM 

i. Describe the term performance analysis. (2marks) 

ii. Discuss FOUR importance of conducting this type of analysis. (8 marks) 

12 

 
 
 
Printed 

Date: 

a) Huawei Company has been experiencing software failures and because of this 

they have opted to outsource an ICT support technician to check on what could be 

cause. Discuss FOUR safety precautions that the technician will observe during 
By And Vocational College 

01.08.2t0r2o5u1b0l:3e7shAoMoting of Huawei’s software. (8 marks) 

b) A government agency has reported frequent disruptions in its ICT services, 

suspected to be linked to poor infrastructure. Describe SIX problems a consultant 

might identify as related to the organizatioPnrin'steIdCByT: AtnrdoVuobclaetional Co 

Date: 01.08.2025 10:37 AM 

shooting the system. (12 marks) 

13. 
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you will follow to carry out this audit. Printed By: Technical A nd(1Vo0c amt i oanrakl  sC)olle 
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b) Improper ergonomic practices during prolonged use of ICT devices can 

negatively impact users' health. Discuss THREE health-related issues a user may 

experience, Printed By: And Vocational College (6 marks) 
Date: 01.08.2025 10:37 AM 

c) As an ICT intern, you have been advised by your supervisor to always lock the IT 

Server room when leaving. Explain TWO reasons for this advice. (4 marks) 

P1r4in.ted 

Date: 

Bay Timechpnoicrat laAnntdeVloecmateionnatsl Ctoollecgoensider in performing ICT System Support is 

01.08.2t0o2o5 l1s0:u3s7eAdMto diagnose and fix problems explain FIVE examples of such tools 

used. (10 marks) 

b) Configuring a firewall is a fundamental step in establishing a secure network. 

Discuss FIVE importance of a firewall as a way of securing a network.(10 marks) 

 


