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The paper consists of TWO sections: A and B.

Answer ALL questions in sec A and any THREE (3) questions in section B.
Marks fo stion are in dicated in the hades

Cand idates areprevided with a separae amswer booklet
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DO NOT write on this question paper.

THisPpaper’co'n'sists'of THREE (3) printed pages
Candidates should check the question paper to ascertain that all

pages are printed as indicated and that no questions are missing.
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SECTION A (40 MARKYS)

Answer ALL the questions in this section.

1. ICT infrastiticture ents ‘which furietions together. Identify FOUR
such components. (4 marks)
2. The computer clock is not displaying the correct time and date, Outline TWO causes
and, their pions (4 marks)
3. AN CTOsystem infréstructure performance can be affected by several factors. Explain
how the following factors affect ICT systems. (4.m.ark.s)
a) Natural disasters;
b) Dust.
4. An online service provider company realized that its system keeps failing. Identify
FOUR possible causes of this system failure. (4 marks)
5. Internet connectivity has been listed as a major requirement used in offering IT
support. Identify FOUR importance of internet connectivity. (4 marks)
6.5y Gnauvddt Lo VCTisystemehelps an oganization to comply with rules and
regulations."Outline THREE types of audit which an organization might carry out.
(4 marks)

7. As a sysem analyst, outire FOUR importan cedecumendatdon cin
providing IT Support. (4 marks)
8. Most organizations have well-established ICT policies. Identify FOUR key roles these
polighin an organization. (4 marks)
9. CISCO Company organized user training-aftersime ch nology::Explain
TWO benefits the company is likely to achrié Ve from°this. (4 marks)
10. In the context of ICT Support, define the following. (4 marks)
a) Troubleshoot'ing';
b) ICT Infrastructure.
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SECTION B (60 MARKS)
AnHREE. questions.in this.sdin

11 | a) Asan ICT technician in a TVET institution, advice on FIVE types of software
performn.bedone-onseftwares indalled in the computers
w it HitnYth? e “imstituti'on. (10 marks)
b) - Condudting performance andlysis is esseptial for and, im proving, JCT., . Systems in an
organization.

I.  Describe the term performance analysis. (2marks)
ii.  Discuss FOUR importance of conducting this type of analysis. (8 marks)

12 | a) Huawei Company has been experiencing software failures and because of this
they have opted to outsource an ICT support technician to check on what could be
cause. Discuss FOUR safety precautions that the technician will observe during
troubleshooting of Huawei’s software. (8 marks)

b) A government agency has reported frequent disruptions in its ICT services,
suspected to be linked to poor infrastructure. Describe SIX problems a consultant
might identify as related to the organization's:{CT ~trovutbrke
shooting the system. (12 marks)

13. | a) Machina Tea Company has requested you as an expert in ICT System Support to
¢ Ir existing ICT infrastructure. Describe FIVE key steps thet
you will follow to carry out this audit. (YO ark )

b) Improper ergonomic practices during prolonged use of ICT devices can
negatively impact users' health. Discuss THREE health-related issues a user may
experience, (6 marks)

c) Asan ICT intern, you have been advised by your supervisor to always lock the IT
Server room when leaving. Explain TWO reasons for this advice. (4 marks)

14..| @ impostantielements docensider in peforming ICT System Support s

too I's”u’s’e”d"to diagnose and fix problems explain FIVE examples of such tools
used. (10 marks)

b) Configuring a firewall is a fundamental step in establishing a secure network.

Discuss FIVE importance of a firewall as a way of securing a network.(10 marks)
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