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INSTRUCTIONS TO CANDIDATE

The paper consists of TWO sections: A and B.

Answer ALL, que,s tionsinsec Aand ANY THREE (3) questions in section B.
Marks for each question are indicated in the brrarcinkieectse,

Candidates are provided with a separate answer booklet
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DO NOT write on this question paper.

This paper consists of FOUR (4) printed pages
ndidatesish ould.echieck dhe g uestion paper to aertain that all

p‘a‘g’e’s"are printed as indicated and that no questions are missing.
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SECTION A (40 MARKS)
Answer ALL the questions in this section.

1. Sajd gatemployed "tdas"asystem-support arialyst. You have been assigned
to take him through the training about the system. State FOUR reasons why this is

important for every employee. (4 marks)
2. Treflow, chart in figure 1 below illustrates how a fat sokion sygem works Bxplin
eachPstep’. (4 marks)

Any
incoming
messages

Ifthe phone
number is
authenticated

Decrypt the SMS and execute
the command

|
Vo
@re 1, STOP )

3. Outline FOUR factors one should consider when specifying ICT infrastructure

requirements for any organization. (4 marks)
4O e ted 'te come ap With °I'CT usage policy. Sate FOUR elerments thet should
be included in the policy. (4 marks)

5. Outline FOUR tools required to help identify the CPU’s performance capabilities.
(4 marks)
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6. Figure 2 illustrates the components of ICT infrastructure. Use it to answer the questions

that follow:

Figure 2

i) Identify the components labeled A and B (2 marks)
i) State TWO functions of the hardware component. (2 marks)

7. Optimum company has recently employed you as an ICT system support officer.

Highlight.FQUR rols you will perform in the company. (4 marks)
8. Identify FOUR importance of internet connectivity as a resource used in offering IT
support. (4 marks)

9. Asystem technician hes scheduled a date Pforeccion ducting Nan intervalsaudit=fora tche
company system. Outline FOUR benefits the company will get from this planned
activity. (4 marks)

10.  Asasystem analyst, outline FOUR 1 mportance of tednical documeriziion in providing

IT Support. (o4 =moa ¥ kcso)

SECTION B (60 MARKS)
Answer any THREE 'questions in thissection
11 a) A well-structured performance test report is meant to provide stakeholders with
enough information to understand the system. Explain SIX key components
ould be included in thisreport. (12 marks)
BY'De s c'rib'e FOUR roles of telecommunications in ICT infrastructure. (8 marks)
12 a) As an intern in an ICT company, your supervisor informed you to always keep
the IT Server room locked. Explain FOUR reasons why this directive is

necessary.
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(8 marks)
b) Discuss THREE importance of implementing firewall as a way of securing a
network. (6 marks)
c) Atechhician ‘was offering ICT Support without using the internet Explain
THREE challenges the technician will experience. (6 marks)

13 a) Having clear and comprehensive ICT policies is essential to any organization.

Discuss FIVE roles of the policy in an organization (10 marks)
b) As part of the ICT systems support team at EUAI Company, explain FIVE types

of troubleshooting techniques you wil | use to ediagnose and resolve

system issues. (10 mark)

14 a) Optimum Company has contracted you as an expert in ICT System Support to
carry out audit on their existing ICT Infrastructure. Describe FIVE steps that
will follow to carry out the audit. (10 marks)

b) Improper ergonomic practices while using ICT devices can negatively impact
users' health. Discuss FIVE such health-related issues. (10 marks)
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